
IT Equipment Policy 
 
Laptop Computers 

At various times during your employment with NCG, you may be issued with or loaned a 

company laptop in order to fulfil your employment duties.  

 

These computers are subject to all of NCG’s IT policies and guidelines.  Additionally the use of 

a laptop creates additional problems, especially in respect of potential breaches of security 

and confidentiality.  

 

When using a laptop, remember:  

1. You are solely responsible for the safety and security of your laptop until such time 

that you return it back to the company. 

2. Your laptop must be taken home every night unless you are in secure office location. 

3. The laptop must be kept secure at all times.  Do not leave your laptop on show in 

your car when transporting it by making sure you lock it in the boot of your car. 

4. You are the only person authorised to use the laptop and installed software.  

5. You must not install any software on to your laptop without first seeking authorisation 

from the IT Dept.  

6. Equipment and media taken off-site must not be left unattended in public places. 

7. Laptops must be carried as hand luggage when travelling. 

8. Information should be protected against loss or compromise when working remotely 

(for example at home or in public places). 

9. Laptop encryption must be used. 

10. Particular care should be taken with the use of mobile devices such as laptops, 

mobile phones, smart phones and tablets. They must be protected at all times by a 

password or a PIN and, where available, encryption. 

11. No master data is to be kept on the laptop, all master data should be stored using a 

cloud-based system 

12. You must never share your user id and password with anyone.  

13. If you discover any mechanical, electronic, or software defects or malfunctions, you 

should immediately bring them to the attention of the IT Helpdesk. 

14. Upon the request of the company at any time, for any reason, you will immediately 

return any laptop, equipment and all software to the company 

 

Mobile Phones 

At various times during your employment with the NCG, you may be issued with or loaned a 

company mobile phone in order to fulfil your duties.  

 

When using a mobile phone, remember:  

1. You are solely responsible for the safety and security of your handset until such time 

that you return it back to the company. 

2. Mobile devices are supplied to staff for work-related use only. Occasional and low-

cost personal use will be allowed when related to work activity (for example, when 

working away from the office or outside of normal working hours to confirm safe 

arrival or notify delay etc.) 

3. Your handset must be protected by a PIN number at all times. Never share your PIN 

number with anyone. 

4. Your handset must be taken home every night. 

5. The handset must be kept secure at all times. Handsets that are lost or stolen must be 

reported immediately to the IT Help Desk. 

6. You are the only person authorised to use the handset. 

7. If you discover any mechanical, electronic, or software defects or malfunctions, you 

should immediately bring them to the attention of the IT Helpdesk. 

8. The company reserves the right to monitor all voice and data use at all times. 



9. Upon the request of the company at any time, for any reason, you will immediately 

return any handset, and any peripheral equipment to the company 

10. Use of your handset when driving is not permitted. 

 

The use of your mobile phone abroad should be limited to being used when connected to a 

Wi-Fi only.   

 

Personal mobile phone use at work should be kept to the absolute minimum, and permission 

to receive or make calls should be given by your line manager. 

 

Mobile Storage Devices 

Mobile devices such as memory sticks, CDs, DVDs and removable hard drives must be used 

only in situations when completely necessary 

 

Security Breaches 

It is your responsibility to immediately report suspected breaches of this policy to your line 

management and/or the IT department via the IT Helpdesk. 

 

All breaches of information security policies will be investigated. Where investigations reveal 

misconduct, disciplinary action may follow in line with NCG policy and procedures. 

 

If any such equipment is lost, damaged or stolen as a result of your negligence, we may 

deduct the cost, or partial cost, of the repair or replacement of any items, from any monies 

owing to you.  We may also invoke the disciplinary process. 

 

 

By signing this policy you accept the above terms and conditions in relation to any company 

IT Equipment you may use during your time at NCG. 

 

 

Name of Employee:  _____________________________________________________________ 

 

IT Equipment Provided: _____________________________________________________________ 

 

Date Equipment Provided: _____________________________________________________________ 

 

Serial Number of Equipment: _____________________________________________________________ 

 

 

Signature:   _____________________________________________________________ 

 

 

Date:    _____________________________________________________________ 

 


